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Collegiate Cyber Defense Club

https://hackucf.org

http://www.hackucf.org


● A new beginner-friendly blue-team
competition hosted by Hack@UCF!
○ Open to UCF students, for free!
○ A low-stress NCAE CyberGames-like

blue team competition
○ Teams of 3-4 students
○ Windows & Linux boxes, with injects
○ April 25th, 2023 (day between classes and Finals week)

○ Will be hosted in-person in the CyberLab
● Sign-ups are now open!

○ Scan the QR code to sign up.
○ We are still looking for staff to help run this!

β



How to (blue-team)
Cyber Competition

Horse Plinko Cyber Challenge
Organization Team



Overview
Competitor's perspective:
● What are you talking about?
● Why compete?
● What do I need to know?
● Blue Team Crash Course

Organizer's perspective:
● Why host?
● How do we make this happen?

○ Black Team: Building the Environment (infrastructure)
○ White Team: Organization and Administration
○ Red Team: Hacking at scale



Competitor’s Perspective



What are you talking about?

● Blue team == defending

● Red team == attacking

● Blue team competitions typically involve defending the network of a 

fictional company and keeping business-critical services up

● This talk is tailored to the Horse Plinko Cyber Challenge

○ Student-run competition on April 25th!

○ Designed as an entry-level blue team competition

● Mostly applies to other blue team competitions

○ NCAE CyberGames, DoE CyberForce, NCCDC, etc



Why compete?

● Practical experience that is hard to get elsewhere

○ Every competition is a learning experience

● Looks great on a resume

● Good excuse to hang out and meet like-minded people



What do I need to know?

● Basic sysadmin skills go a long way

● Your job is to

○ Get red team out (“threat hunting”)

○ Keep red team out (“system hardening”)

○ Keep the (fictional) business operational!

● For Horse Plinko, we’ll provide cheatsheet-style resources

● For now, let’s do a blue team crash course!



Crash Course ❭ Valid User Accounts (Linux)
Compromised accounts Overprivileged accounts

Passwords aren’t the only means of authentication!



Crash Course ❭ Valid User Accounts (Windows)

Local accounts Domain accounts



Crash Course ❭ Shells (Linux)
What processes are running on your system?



Crash Course ❭ Shells (Linux)
What network connections are they making?



Crash Course ❭ Shells (Windows)
What processes are running on your system? [Process Explorer]



Crash Course ❭ Shells (Windows)
What network connections are they making? [TCPView]



Persistence
When Killing The Shell Isn’t Enough



Crash Course ❭ Persistence (Linux)
Cron jobs

Logon scripts (~/.bash_profile, ~/.bashrc, etc)



Crash Course ❭ Persistence (Windows)
Scheduled Tasks [Autoruns]



Crash Course ❭ Web Shells
Welcome to PHP hell



Organizer’s Perspective



Why host?
● Filling a gap

○ Blue team competitions usually only accept one team per university
■ High administrative overhead (compared to CTFs etc)

○ Few entry-level opportunities
○ The ones that do exist:

■ Include CTF challenges (very different skill set)
■ Don’t include Windows
■ Don’t include injects

● Good experience!
○ Terraform, Ansible, deploying VPNs, etc., all which are real-world skills!

● Develop closer relationship between Hack@UCF + C3 team



How to Make It Happen
Black TeamWhite Team Red Team



White Team
● White Team are the competition administrators.

○ Manage event logistics

○ Set rules and rewards

○ Communicate with teams

○ Advertise competition to participants

○ Solicit funding through sponsors



White Team ❭ Logistics
● Who is participating?
● Who is in what team? (if not self-identified)
● How do people connect? (and know how to)

○ Overlap with Black Team
● What do we tell competitors beforehand?

○ Rules? Service lists? Network maps? All of this changes the “meta.”
● How do we keep things fair and balanced?

○ Prevent red-team bullying, targeting, etc.
● Where do teams meet/sit, and what do they have?

○ Can they connect to our WiFi network, or will they need UCF_WPA2?
○ Room assignments with UCF (if outside the CyberLab)



White Team ❭ Designing Injects
● We need to provide injects for all teams at the right time.
● What will be these injects?

○ Technical tasks? Report-writing? Conversations? And how many?
● Are they reasonable for the participants?

○ If not, are there educational resources available?
● Are they objectively gradable?

○ Binary yes/no (tasks) vs. percentage-based scoring (written 
reports)

● What are the limitations on them?
○ Time limits, use of AI tools, outside resources… decisions!



White Team ❭ Designing the Rules
● We wanted to make sure we had clear rules of engagement, 

manageable scope, and an encouragement towards fun and 
experimentation

● We also had to consider the duration of the competition and breaks

○ How do we handle lunch?

● Do we allow team-to-team communication?

○ If yes, we potentially have more peer-to-peer learning, but also too 
much information sharing (less learning)

○ If no, we could miss out on team collaboration and networking

● We need to also discourage behavior out of the spirit of the competition.



White Team ❭ Designing the Rules



White Team ❭ Designing the Environment
● HPCC event has two “forums:” in-person and over Discord
● In-Person Environment

○ We are planning for six teams
○ White Team wants to be able to supervise everyone at all times
○ We also “run” the CyberLab already (so let’s use it!)
○ Plan: Each team has a (lowered) standing desk and a table.

■ Also allows us to ensure each team has enough compute if 
needed

■ Allows us to ensure at least one person on a team has the tools 
ready (in case of fire)



White Team ❭ Designing the Environment
● Discord guild

○ Accommodate what teams will need:
■ How to contact organizers?
■ How to contact teammates?
■ How to contact other teams?

○ Principle of Least Privilege
■ Red Team should not “peek” 

into planning discussions…
■ …but White and Black teams 

need to.
■ Team segmentation



White Team ❭ Team Communication
● First, we need people to join the competition.

○ Advertising to interested individuals, such as Hack@UCF members
○ Discord, social media, newsletter, and even print adverts are useful!

■ Discord is also useful for other communication.
● Before the competition begins, we need to:

○ Distribute the rulebook for people to plan and research skills to learn
■ For HPCC, this includes access inactive credentials for the day-

of
○ Make a clear schedule
○ Assemble teams and get people working together
○ Provide learning materials for newcomers



White Team ❭ Team Communication
● When the competition starts, we need to:

○ Distribute (and let people test) VPN configurations
○ Distribute injects fairly
○ Share live score updates to everyone (scoreboard)
○ Tell everyone to eat lunch when it’s time

● When the competition ends, we need to:
○ Calculate and communicate everyone’s scores
○ Say who won (it’s a competition after all) and hand out prizes
○ Collect feedback from participants, and ensure everyone learned 

something



White Team ❭ Funding
● Horse Plinko 0 is not being sponsored.

○ Small-scale local-only “inaugural run”
○ Run using C3 infrastructure

■ Does not scale to more than 8-ish teams
■ Hack@UCF infrastructure is better, but it’s an anomaly that it exists.

○ No “proper” prizes (we are using our prize bucket + some goofy stuff)
● But what about future Horse Plinko events?

○ Transportation, food, prizes for participants?
○ Corporate, SG(?) sponsorships
○ Needs funding and/or cooperation
○ We are working with Knight Hacks to raise money & pool resources



Black Team

● AKA “Build Team”

● If white team is front end, then black team is back end

● Responsible for

○ Managing infrastructure

○ Provisioning access to infrastructure

○ Designing boxes to defend

○ Deploying and configuring copies of these boxes for each team

○ Scoring engine (to measure service uptime)



Black Team ❭ Infrastructure

● Hack@UCF club infrastructure is an ongoing project

● For Horse Plinko 0, we are using the competition team’s infrastructure

○ Running a hypervisor called Proxmox

○ It is not as capable as the club’s, but it works!

● With stress testing, we found that it could support ~30 boxes

● Coincidentally, this matched well with capacity of the CyberLab



Black Team ❭ Infrastructure

● Each team will have a user account in Proxmox

○ Have console access to their boxes and can reboot as needed



Black Team ❭ Network Access
● How can we get to the internal team network from the CyberLab?
● Additional concerns

○ Teams should not be able to access each other’s boxes
○ Teams should not be able to access the rest of the internal network
○ Automated provisioning

● Solution - OpenVPN server hosted on AWS
● Bash script to

○ Generate VPN configuration for each team
○ Restrict access via firewall rules for each team’s IP

● Separate subnet for each team
○ Edge Router statically routes these to a pfSense box in Proxmox



Black Team ❭ Deploy

● We have boxes designed in Proxmox
○ How do we copy these for each team?

○ They will need static IP addresses in a consistent scheme

● Terraform was our first choice, but support was poor

● Ended up writing bash scripts to interact with Proxmox CLI

● To assign IPs, used cloud-init!
○ Tool for initial configuration of servers in cloud environments (AWS, Azure, OpenStack, etc)

○ For Linux, used “NoCloud” datasource - Proxmox adds a CD drive with configuration

○ For Windows, wrote a PowerShell script to pull from said CD drive



Black Team ❭ Deploy



Black Team ❭ Deploy

● One task remains for building… dependencies

● For example, a website that relies on a database
○ Not good if a team’s website tries to read/write to another team’s database

● Now that the boxes have IP addresses assigned, we can use Ansible

● Ansible manages the boxes over SSH and makes needed changes

● We can pass the team number as a variable



Black Team ❭ Scoring Engine

● Most of this work is done for us!

● Many blue team competitions use a solution called ScoreStack 

(https://github.com/scorestack/scorestack)

● Built on Elastic stack

● Takes a JSON file to define what checks need to be made

● We are using a Python script to generate this JSON for each team

https://github.com/scorestack/scorestack


Black Team ❭ Scoring Engine



Red Team

?



Red Team
● We’ll keep this under wraps for the most part
● Scoring red team can be a challenge

○ Dwell time?
○ Points assigned to actions/access?

■ Ex. deface a service = 200pts, unprivileged access = 400pts
● How do you ensure a consistent, fair experience for all teams?

○ We will have a human red team, but how do we avoid bullying?
○ We have a limited number of red-teamers at our disposal!
○ Mostly will be done by rules/regulations on red-teamers
○ We can also automate stuff to keep things equal



Red Team ❭ Scripted Attacks
● We’ll be experimenting with scripted attacks

○ Affect all teams at the same time
○ Teams the prevent the attack will receive points
○ Teams that recover quickly lose less
○ Resolves the bias problem – everyone faces the same attacker
○ …but can be easily “cheesed” if done right.

● Our goal: hybrid of scripted + live red team
○ Neither scripting-only nor human-only are perfect.
○ They complement each other!



● A new beginner-friendly blue-team
competition hosted by Hack@UCF!
○ Open to UCF students, for free!
○ A low-stress NCAE CyberGames-like

blue team competition
○ Teams of 3-4 students
○ Windows & Linux boxes, with injects
○ April 25th, 2023 (day between classes and Finals week)

○ Will be hosted in-person in the CyberLab
● Sign-ups are now open!

○ Scan the QR code to sign up.
○ We are still looking for staff to help run this!

β

o.hacku.cf/HPCCregistration
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